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Ransomware Failure	Vectors:	Technical,	Process/Policy,	Training
• The	firm’s	upstream	email	(SMTP)	provider	did	not	scan	attachments	for	malicious	content.	
• The	firm’s	next-generation	firewall	did	not	identify	the	attachment	as	malicious	(or	questionable)	content.	
• The	firm’s	local	email	system	(e.g.	Microsoft	Exchange)	did	not	scan	attachments	for	malicious	content.		
• The	end	user	was	not	sufficiently	trained	to	identify	a	phishing	email	(with	malicious	content).	
• The	user’s	workstation	(or	mobile	device)	did	not	flag	the	malicious	content	(through	anti-virus	or	other	

endpoint	protection	methodology).
• If	the	delivery	vector	was	a	macro	hidden	within	an	Office	document	(the	most	common	delivery	

method),	macros	were	enabled	within	Office	(or	the	user	was	enticed	to	enable	them	manually).	
• (Otherwise)	The	user’s	workstation	had	vulnerable	software	installed	(a	gap	in	patching/process).	
• The	user’s	workstation	did	not	have	restrictions	placed	on	the	execution	of	downloaded	content.	
• The	firm’s	next-generation	firewall	and/or	Intrusion	Prevention	system	did	not	recognize	and/or	block	the	

command-and-control	traffic	(including	key	generation)	of	the	malicious	code	(particularly	important	if	
the	remote	IP	addresses	were	previously	known	to	be	bad).	

• The	firm	did	not	detect	(through	filesystem	analysis)	that	a	specific	user	was	modifying	a	large	number	of	
files	rapidly.	

• Depending	on	how	many	files	were	affected	by	the	infected	endpoint,	it	is	a	possibility	that	the	end	user	
had	more	access	than	they	necessarily	needed	to	execute	their	job.	

• During	the	restore	process,	some	newer	files	might	have	been	not	backed	up	due	to	a	gap	in	backup	rigor.	
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“Am	I	doing	enough	to	stop	ransomware?”
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WE	DETECT	THE	CYBER	THREATS	THAT	OTHER	TECHNOLOGIES	MISS

DOWNLOAD	from	www.esentire.com:

1)	Ransomware	eBook
2)	Ransomware	Incident	Response	Framework
3)	Managed	Detection	and	Response	Framework
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